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How to setup Threema Libre with Apostrophy on the MCo2

After updating to version MC02.20241018.Ug, you’ll find Threema automatically integrated into your 4.  Move your finger on the screen to generate a new ThreemalD

Apostrophy system on the home screen. 5. Threema will assign you an 8 char alphanumeric ID. This ID is your unique

Note: The integrated app is the standard Threema version, not Threema Work. If you have a Threema address in Threema and allows you to use Threema, without having to add your

Work account, you need to install the Threema Work app. email or phone number. Your friends and colleagues will be able to reach you

| | through this ID.
1. Ensure you're logged into your Apostrophy account in the My Account app.

2. Once logged in, tap on SYNC ACCOUNT. This will automatically activate your Threema key in the app. 6. Choose a strong password and tap on Next.

3. Open the Threema app, click on SET UP NOW, and start your account setup. 7. Enter your nickname and tap on Next.
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Your Threema ID works just like a phone
number.
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Let’s get started!

Threema Libre protects your privacy more
rigorously than any other messenger. Find out
more in our

N Nk wN 2O
D~ ook w2 O
Ww oo ~Nog bk w2 O

MTMOOQO@W>Oww-NoubhwWN-—=0O
TMUOOTI>OONoohWN=O
TMUOOQOTI»>OONoobhWN = O
TMTMOOm>>OoOoNoubhWN=O
TMTMOOm@XHrow~-NoubhwNn= 0
TMTMOOm™>X»xrowNoubhwNn—= o
TMTMUOUOCm>X>Oo~NoubhwNn-—= 0O
MMOO @O oo~NoobhwNn = o
W0 Nl OO W N = O

U0 WX Owow~-NouhwN = O
TMUOUOT>OOo-NoobhwWN—=O
TMTMUOO®m@m>OwNoubhWN=0
MMUOUO T®X>»> OO0 u hWwNN—= 0

New to Threema Libre?
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8. Threema will ask you to enter a phone number. To skip this, tap Next, however, remember that your

friends or colleagues will not be able to find you via your mobile phone and you will not appear in your

their contact lists.

9. You will be asked to allow synchronisation of contacts to find friends using Threema. Tapping Yes will

show the contacts using Threema.

10. Configuration is now complete.

15:47 & ©

Help your friends
find you!

Link your mobile number to your
Threema ID.
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You did not enter a mobile number to
link to your Threema ID. You will not
appear on your friends’ contact lists.
Do you really want to use Threema
anonymously?

No
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Contact sync can help you find

your friends automatically. If you
agree, phone numbers and email
addresses from your phone book will
be encrypted before being sent to our
server to look for matching contacts.
Absolutely no data will be stored or
shared.

Would you like to enable contact
sync?
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What do the three colored dots next to a contact mean?

The dots are an indicator for a contact’s verification level. They don’t affect the
encryption strength (it is always the same high-grade ECC-based encryption), but they
are a measure for the probability that the saved public key of a contact indeed belongs to
that contact.

@ Level 1 (red): The ID and public key have been obtained from the server
because you received a message from this contact for the first time or added the ID
manually. No matching contact was found in your address book (by phone number or
email), and therefore you cannot be sure that the person is who they claim to be in their
Messages.

Level 2 (orange): The ID has been matched with a contact in your address
book (by phone number or email). Since the server verifies phone numbers and email
addresses (via an SMS or email with the activation link), you can be reasonably sure that
the person is who they claim to be.

® ®  lcvel 2 (blue): This verification level is only available in Threema Work and
Threema OnPrem; it indicates that the Threema ID belongs to an internal company
contact.

@ @ @ [cvel 3 (green): You have personally verified the ID and public key of the
person by scanning their QR code. Assuming their device has not been hijacked, you can
be very sure that messages from this contact were really written by the person that they
indicate.

® ® ® Lcvel 3 (blue): This verification level is only available in Threema Work and
Threema OnPrem; it indicates that the Threema ID belongs to an internal contact
whose ID and public key you have verified by scanning their QR code.

For any additional questions about using Threema, please refer
to Threema’s support page here.
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https://threema.ch/faq
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