The role of BlackBerry Secure in the MP 02

Security Verification

The MP 02’s software package has been security-audited by BlackBerry.

Secure Manufacturing

BlackBerry provides constant monitoring of the factory where the MP 02 is made, with
each device passing through a secure workstation that is remotely managed from Canada.
BlackBerry’s secure workstation injects a cryptographic security key on each device to
establish a hardware root of trust.
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Secure Boot

When the MP o2 is booted up each hardware and software component is validated by
BlackBerry technology, to ensure the device has not been tampered with. This ensures
that only Punkt authorized software will run on the MP-o2.

BlackBerry Integrity Detection (BID)

In use, the MP o2 is continuously monitored for events or configuration changes that may
indicate a compromise in security. The user is alerted if a threat is detected. In
combination with the BlackBerry Secure manufacturing process and Secure Boot, BID
continuously confirms that:

a) The phone is a genuine Punkt. MP o2 device, running valid hardware and
authorised software.
b) There are no changes to the SW on the device that could compromise security.

Secure Compound

A trusted execution environment guarantees the
protection of sensitive data on the MP o2 such as
cryptographic security keys.

Why BlackBerry?

We recognise that security can’t be added on, which is
why we chose to partner with BlackBerry, where
security is integral to everything they do. BlackBerry’s
approach to security is informed by 30 years of deep
mobile security expertise and experience, continuous
technical innovation and a point of view that
recognises vulnerability wherever it lies.

More information is available at
www.us.blackberry.com/smartphones/secure-smartphones
Any further queries regarding these features should be
addressed directly to BlackBerry at
mediarelations@blackberry.com.

We recommend that you also send a copy to us at
m.caines@punkt.ch
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